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3-legged OAuth

i AUTODESK

ZJ07U5%

$
$

Success Stories Solutions v Getting Started Documentation

FORGE

FORGE

DOCUMENTATION

APIs & Services

All of the references required to start integrating with Forge

[&=] Authentication B| BIM 360

Generate tokens based on the OAuth 2.0 Integrate with the Autodesk;
standard to authenticate requests made to to extend its capabilities to r
Forge APIs and SDKs. the construction ecosystem,

direct access to BIM data.

@

Developer's guide loper's guide

API reference API reference

5 : https://adndevbloqg.typepad.com/technology perspective/2017/08/qgetting-3-legged-oauth-access-token-using-forge-sdk.html
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Postman Makes APl Development Simple.

Developers use Postman to build
modern software for the API-first world.

Download the App

Want to improve your Postman sKills? Take the next step!
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Forge - https://forge.autodesk.com

§ Forge

‘:‘g;gEESK Success Stories  Solutions v Getting Started  Documentation  Community w suppart v Pricing SIGN IN

DOCUMENTATION

APIs & Services

All of the references required to start integrating with Forge

\==] Authentication |B| BIM 360 “=> Data Management
Generate tokens based on the 0Auth 2.0 Integrate with the Autodesk BIM 360 platform Access data across BIM 360 team, Fusion Team,
standard to authenticate requests made to to extend its capabilites to reach segments of BIM 360 Docs, and the Object Storage Service
Forge APIs and SDKs. the construction ecosystem that don't have to build apps to display and extend your data in
direct access to BIM data. ways that add value to your users.
Intro Intro
Developer's guide Developer's guide Developer's guide

API reference API reference API reference
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DOCUMENTATION

Authentication
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Data Management
Design Automation
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Token Flex

Viewer
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Code Samples

support w Pricing

RESOURCES
Get Help
API Status

Blog
FAQ

Code Samples K

Videos & Slides

Privacy/Cookies | Privacy Settings | Terms of Service | Legal Notices & Trademarks | Report Noncompliance | © 2019 Autodesk Inc. All rights reserved.
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Forge SDK

§ RESTful API

Z&ZJ 07U

dlnl

8 hpa fauodesic-tonge. oithul, o Torge- ol era. nooke i 1T Sy teweid o M vrast -o s fiml

(S) sk

il
Forge Java SDK Node.js boilerplate examples collection Forge Node.js SDK
L K13 ® ksl B  H33
Provides Java SDK to help you easily integrate Demonstrates Forge NPM packages Provides Node.js SDK to help you easily integrate

Forge REST APIs into the application Forge REST APIs into the application

5 : http://adndevblog.typepad.com/technology perspective/2017/01/forge-sdk.html
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Forge SDK  Forge SDK

§ https://github.com/Autodesk-Forge/forge-api-nodejs-client

§ forge-api-nodejs-client
O Features Business Explore Pricing

Autodesk-Forge / forge-api-nodejs-client
<> Code Issues 1 Pull requests 0 Projects 0 Pulse
Easily integrate Forge REST APIs into your application
P 70 commits ¥ 2 branches T 13 releases

Branch: master =

Q spark-developer Remove console log

e docs added- (#16)

This repository

(& Watch

Graphs

28 6 contributors

B samples Added basic DM samples WO r kS h O p

Il sc Remove console log

-~

BB test Adds “state’ argument to generateAuthlUrl (#20)

TR, Wiy

'T_\

Sign in or Sign up

¥ Star 15 YFork 15

ifs Apache-2.0

Find file Clone or download ~

Latest commit 987d62c on 14 Apr
2 months ago

months ago

2 month ago

a month ago

SR
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Forge SDK Node.js

var express = require(" express Y;
var ForgeSDK = require('./ /src/mdex)
var app = express();

var CLIENT_ID = '<Your Client ID>’, CLIENT_SECRET = '<Your Client Secret>';
var REDIRECT_URL = '<Your Callback URL>";

var autoRefresh = false;

var oAuchThreeLegged = new ForgeSDK.AuthClientThreeLegged(CLIENT _ID, CLIENT SECRET,
REDIRECT URL, [data write’, 'data: read’]
autoRefresh);

app.get(‘/', function (req, res) {
var url = oAuth2ThreelLegged.generateAuthUrl();
res.redirect(url);

B

app.get(‘'/callback’, function (req, res) {

var code = req.query.code;

oAuth2ThreelLegged.getToken(code).then(function (credentials) {
console.log("**** Got Credentials",credentials);
res.header({'Content-Type': 'text/html; charset utf-8'});
res.header({'Access-Control-Allow-Origin': '*'});
res.send(JSON.stringify(credentials));

}, defaultHandleError);

B




SaaS

§ Node.js Viewer

§ Forge SDK

§ 3-legged OAuth

$ SVF

§8 learn.forge.viewhubmodels
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https://github.com/Autodesk-Forge/learn.forge.viewhubmodels/tree/nodejs
https://adndevblog.typepad.com/technology_perspective/2019/02/sample-which-shows-a360-data-using-3-legged-oauth.html
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SaaS

Hub > Project > Folder 1D

¥

1.Storage RESTful API
POST projects/:project id/storage

Authentication API
% % %

(E-\_) Data Management API

2. RESTful API
PUT buckets/wip.dm.prod/objects/:object name

3. RESTful API
POST projects/:project_id/Zitems Bucket

M(zdel Derivative A)PI



https://forge.autodesk.com/en/docs/data/v2/reference/http/projects-project_id-storage-POST
https://forge.autodesk.com/en/docs/data/v2/reference/http/buckets-:bucketKey-objects-:objectName-PUT
https://forge.autodesk.com/en/docs/data/v2/reference/http/projects-project_id-items-POST

Refresh Token

8 Access Token

$

§ Refresh Token  Access Token
= =>POST https://developer.api.autodesk.com/authentication/v1/refreshtoken

MANAGE ACCESS TOKENS

"""""" blaci I tp Llelmp3dhizeV a a
Q MUFRLREY1 NjgiLClleHAIQ{ETNDEIOTION [
iE3EljpblmRhdG I ERNiwi ZGFOYTp3om mRhdG u
EN IV/F JOUTE - node token.js Pl .IHECJ:_'C_"_JE_ ::?:E """3':_::':"'_'“-":»'I'-'-':DCI-"-<'I ekFWTGhxMUpx
2e0TnB il=lm ljoi5 AYnBQbLU n9s02]
gU25XTVoZMmxDMUKILC QiOiJodHRwczow GOk
C:¥Users¥iseza¥0neDr i ve¥Documents¥GitHub¥forge-api—node js—-cliel Lmhvb53hdWQvandOZXhwNATL JqdGraOilaYzB0SWO1R2)

: : . :C:ZVD??;; :“f.:::uxFiJ:“E.::::-C;e_-‘f.’Z-’.f‘rS_FiCI:éU“: 3:,::;
server Is listening port 3000
*x*+* Got Credentials { access token: SEaF7cOmta

EXpIre=z_in

expires_in: 3599,

expires_at:



https://forge.autodesk.com/en/docs/oauth/v2/reference/http/refreshtoken-POST/
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BIM 360 Docs

§ BIM 360 Docs
§ A360/Fusion Team
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BIM 360 Docs

) AUTODESK BIM 360 | Autodesk Forge Partner Development
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BIM 360 Docs

HetEEezIEN0

¥ otz AEE ZEIR

BIM 360 Account Administration
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BIM 360 Docs
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BIM 360 Docs
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BIM 360 Docs

Account ID
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BIM 360 Docs

) AUTODESK BIM 360 | Autodesk Forge Partner Development
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Toshiaki Isezaki's app test
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100

bim360appsactivations@autodesk.com

Activate Request - Xotz—3 (HTML fz3L)

#|h  ATzar EAZE BE  ~LT Adobe PDF Q EFURVEREAALTIEED

B %% | 0 B [z T7ee g

BED{TF B I U PELAME BEID | JFAID PATLD EE Frll—
- BE | S oS- - VEEE-E MEET
- F P r oy HEl B S a1 T2 AL—-t ~
EBAM) ¥
=1 ... BIM360AppsActivations
EE(S)
cc(c)...
B CC(B)...
#HE(U) |Activate Requast

I’d like to integrate my Forge app with BIM 360 Docs.
Could you activate my account to get access?

My BIM 360 Name is (email address) and BIM 360 Account ID is yyy. Also email address of
BIM 360 account admin is .

Regards,

-XXX

https://adndevblog.typepad.com/technology perspective/2018/03/forge-and-bim-360-integration-tips.html
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BIM 360 Docs 2-Legged OAuth

§ Data Management API
AP| Basics

There are two key data access paradigms that make up the Data Management API.

« Accessing data from Autodesk Saa$S applications using any of the Data Management services.

« For BIM 360 Team, Fusion Team, and A360 Personal, end users need to provide 3-legged
authentication for your app to access the data.

« For BIM 360 Docs, an account administrator needs to add an integration with your app in BIM 360

Enterprise. You can access data using either 2-legged or 3-legged authentication.

§ 2-Legged OAuth Access Token
§ BIM 360 >>
3 Client ID

SZJ[17J585 ; https://adndevblog.typepad.com/technology perspective/2018/03/bim-360-docs-and-forge-oauth.html

o0


https://adndevblog.typepad.com/technology_perspective/2018/03/bim-360-docs-and-forge-oauth.html

Data Management API : 2-legged vs 3-legged

§ A360

projects/:project_id/folders/:folder_id/contents

Returns a collection of items and folders within a folder. Items represent word documents, fusion design files, drawings, spreadsheets, etc.

Notes:

« The tip version for each item resource is included by default in the included array of the payload.

Resource Information

Method and URI https://developer.api.autodesk.com/data/v1l/projects/:project_id/folders/:folder_id/contents
Authentication Context user context optional

Required OAuth Scopes data:read

Data Format JSON

o1



Data Management API

§ 2-legged

Body

Pretty

W M

w0~ 3 s

(14) (7)

JSON v

"Jjsonapi”: {

"version": "1.8"
¥
"errors”: [
{
"1d": "9f214971-08632-4ffc-9f48-8e2f89f89318",
"status": "483",
"code": "USER_NOT_ AUTHENTICATED",
"detail”: "The user could not be authenticated.”
¥
]

: GET 1items
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Data Management API : GET items

§ 3-legged

Body

Pretty

~ N B W N

]

10
11
12
13
14
15

—

(14) (11) Status: 200 0K Time: 1075ms  Size: 158.06 KB Save Response v
JSON v = m Q

"Jsonapi”: {
"version”: "1.0"

|
"links": {

"self": {

"href": "https://developer.api.autodesk.com/data/vl/projects/a.cGVyc29uYhwedWUyOWMAM2ImIZ IWMTMXMTASNTAXMTI2/
folders/urn:adsk.wipprod:fs.folder:co.t5c G3@9T1luswll-j2MeYQ/contents”

¥
|
"data": |

{

"type": "folders”,
"id": "urn:adsk.wipprod:fs.folder:co.JRRVI2xJIT1SuzI23QkiBRw",
"attributes™: {

"name”: "Designs”,

"disnlgubeepltls "Doe]d gget
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Data Management API : GET items

§ 3-legged

Body Cookies (13) Headers (7)  Test Results Status: 403 Forbidden Time: 1164ms  Size: 404 B Save Response v
Pretty Raw Preview Visualize JSON 5 m Q
I
2 "Jsonapi”: {
3 "version”: "1.@"
4 I
5 "errors”: [
6 {
7 "id": "49153ac4-1292-4245-8041-9480ac7893e1",
3 "status": "403",
9 “"detail”™: "Forbidden™
10 1
11 ]

12 }



Data Management API : 2-legged vs 3-legged

§ BIM 360

projects/:project_id/folders/:folder_id/contents

Returns a collection of items and folders within a folder. Items represent word documents, fusion design files, drawings, spreadsheets, etc.

Notes:

« The tip version for each item resource is included by default in the included array of the payload.

Resource Information

Method and URI https://developer.api.autodesk.com/data/v1l/projects/:project_id/folders/:folder_id/contents
Authentication Context user context optional

Required OAuth Scopes data:read

Data Format JSON

25



Data Management API : GET items

§ 2-legged
§ 3-legged

Body (8) (11) Status: 200 0K Time: 118éms  Size: 14.72 KB Save Response ¥
Pretty JSON v — m Q
1 N
2 "Jsonapi”: {
3 "version”: "1.8"
4 ¥
5 "links™: {
6 "self": {
7 "href": "https://developer.api.autodesk.com/data/vl/projects/b.dd31c918-027a-4a29-9946-ec292facdf7a/folders/
urn:adsk.wipprod:fs.folder:co.2YrDPfLpToGGhNyJh8Vv0Og/contents™
8 }
o b,
16 "data": |
11 {
12 "type": "folders”,
13 "id": "urn:adsk.wipprod:fs.folder:co.LkZQXxR7RACrJIpPAxvv fg",

a8 1 _L_L"":l |"'I||+|E|’-_1”‘ i



Data Management API : GET items

§ 3-legged

Body (8) (7) Status: 4 = e 14
Pretty JSON
1
2 "Jsonapi”: {
3 "version”: "1.8"
1 ;s
5 "errors”: [
6 {
7 "id": "do9bbot74-8b22-4290-90d0-de4072416440",
3 "status": "483",
9 "detail”: "Forbidden"
10 1
11 ]

'_"'
[l
e
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